2017d FAH|st=t i3] =28 M243 M|25 (2017, 11)

ol A TA 7Ive FT wlal A+

* *F
AR ugd

=)
"AM A S e 28
e-mail : minseokkim@yonsei.ac.kr

~
=

A Performance Comparison Study of Fraud Detection
Techniques

Minseok Kim®, Sanghyun Park™
“Dept of Computer Science, Yonsei University

2 oF

=& 2, IT 719 233 ol &3 Ad A Ao st wel AxXagANe] F27F AL
Aoz F7tsta vk ol wet thekst A AAY A AA AdE st duk A o]
Bk 91ES A ]HJOV] 213 dleoly whold 7S o] &gk oA ®A AF7F &dks] X8
Ha gk B AFqAE b ]‘3 ol g o] &3t o] AY ©A AF FFS AHRI, AF &
dAY@R L=, 2, VEEF)E HH AeS Hole ZHS v B4 o) At A
e o)A BA Alzgd s Hal AT FFE oldsta, thgs AAamgF A HE& 5 3
= W& (General-purpose) o] FAH BA 7l& Ao & &0 H Aoz 7|dEh

1. M & 2. odH A7

=8 A, IT 71€9 4x7 oF F3d Ad=A ol gAY EAE s TFe dHolH whold ZIWME
(Fintech) Abl el &3 ste] whey AAF§AHS FE7F A 243 7] A8t (Machine Learning) 177} 223 23
&H o2 Frketa Qv o9k §7, ¥/ (Phishing), T8 Hol gk [2] w3 ol st o] A A V&S 42187}
(Pharming) 9 MR F&F T2 Q] AH, ~vtE A, BEAM, ZEE A 5, 58 g AR §
EZ 9 dYWlAE o] &F oY MAFEF Aba LA | d9EE AUt AAHT Yk [3] 2 FollA dE
EOMAHA o]& AMHl oAWE F e odAH EA dHA Ae Fog doly meold 7IHE o] &g o]
A 2=BI(FDS) 750l 5§ g #Awo= gk gl g 21 AdFE AFHRVZE S

A4 F¢3 dEEe FDSt Z 7]%HRule- based)oi Logistic Regression €1 g|&< B43tua 3t diy
1”7%?%3 gAsta ok & 71wk Bl Al~Ele AL ol F AT 52 2 o)A JdoR ol A5 A
o] ALl 7391'& 7HaE 7Nk 2 ’AElr] b, A H #AFXEo] ol oo ERE F e JtE A5
A7 Folell gk ALAA 8o oHThE A I olE dEdte BES MEsted AMgEE A 71
g o] /\}\E}'~ ojth o] 7|2 ol FAY BA AFol AF A& E™, B

WE dHolH wmiold& o] &3k ol A HA= e g FH ds vuE A T AHEET [4, 5
HolHEHH Frg 73S 2E& & 9 A|=Fo] 1 Decision Tree® o8 7FA &7 21& 34 214
Asstgol wet Aibe] wel Had dHSE S5 & qrAd S EF FxIetd ABE dF53e B
Rovg HA o]F ol W ATt M Folv} [2] 2, A87t= AR ol Neural Networkstt Logistic
wgk Hdloly =4 7ol wxste] vhekstk dolE wlo] Regression® 35 ¥lule] AL&HArH [7]. 37 9 &4
g 7ol AF 2 A gl EZ(CART):E Decision Tree?] dFo|t} [6].

2 AFoNAE dolE wlold& o] &% Fagk oA Random Forest®= of2] 719 oAt4%4 EgE doJ4o
B &2 AT FFE AR, ML=, BY, VEE§ 2 gFshe wae e Hygez, A vge AH
59 AR &8 JIdDomainBE HH AeS Hol:= EFE T3t g dAS 94 dHE7E Eolss W,
7IWHME vl A EEA T EFSAY dFsE HAE dAZ FAF k. o9

&gl 52 ¥sle] Random Forest 71He $-54& <
¥ o] =Ee 2015W%E AN(n Y Adzye)e AYor AT a1 St [5]. )
A Qg ol SaE ¢l (NRF-2015R1A2A1A05001845). SVM(Support Vector Machine)& o1z dols A%

o
=
t 14l A2} sanghyun@yonsei.ac.kr

- 738 -



2017 FAlstad i3] =2 243 M23 (2017, 1)

i
o
>
o
0

o

=
i)

A71E WHEAA, A4 4 58S /A= =g b
7k 21tk CNN(Convolutional Neural Network), RNN(Re
current Neural Networks), LSTM(Long Short-Term Me
mory) & Tgd 7e2 T, 5§ ok gt
Al Ao A Edks] A gt} [6, 131

K-Nearest Neighborst= M Z& UlolE7} EojgS o
719 dole gt vlaste] AnpkEe] Ad #AVE U=
wpoll ZQtste] wmrEojxl 7o)tk A2 g ulolH
71E deol"HE e AE Fato M v S4S
7H Aoz gt (131

Hybrid Methods& oA AWt oe dE 7
Fatel 54 FoflA o U2 23(E 45T

et Wi ettt Hybrid Methods® %
2 7449 F doH, JgassHTFAR) AT
A "2E wloly i SVM, Decision Trees< ZAgs)
ol gAY EAE FAstATt [9]

g

%
2 £ oE 0 o

Oll
o2
I

=
o

1] mleld 7IHe] AHE Hrbste x4l A
2 A¥Z(Accuracy), W =(Sensitivity), Eo°
(Specificity), A =(Precision) S°] At <& 1>
|3 4 AxY AdES R 2ok I FANE A

=7t nHA o wol AgH gl A HEelrh

foE

>
=

J

<3 1> &5 3 d(Confusion Matrix)

=5

o =gk True o =gk False
2 A 7k
o True Positive(TP) | False Negative(FN)
Positive
A A 3k . .
] False Positive(FP) | True Negative(TN)
Negative

et

d
AU

(Accuracy) = (TP+TN)/(TP+FP+TN+FN)
(Sensitivity) = TP/(TP+FN)

(Specificity) = TN/(FP+TN)

(Precision) = TP/(TP+FP)

1

o dm 2 oox
2 O oy

nd

AUC Axe A¥grryg ¢ Y42 54 Ax= 484
Qo [14], (Z¥ 1)9 ROC CurveE £3F 3slcre] W3
o2 A%s #HUEY 1o MMheEsE =& A5 s UE

(¥ 1) ROC Curve 1= [1]

=S|
o

=
T

A
i

LA

H
e

o

Y

dolg whold 7l&

(4]

Logistic Regression
Support Vector Machine

Random Forest

[11]

Logistic Regression
Random Forest

Neural Networks

[12]

Logistic Regression
Hybrid Methods

[13]

Logistic Regression
Support Vector Machine
Neural Networks
K-Nearest Neighbors

71eb= &

(A %)

(5]

Logistic Regression
Support Vector Machine
Random Forest
K-Nearest Neighbors

Decision Tree

[10]

Logistic Regression
Support Vector Machine

Neural Networks

r
g
XN

rlo
e

X
i

i
of
<
X

o
oAk Mo M o



2017 A EHELE

=2X H243 HM25 (2017, 11)

ud, NeFgEATAL AY $§ J9on R
o,

43he B AR FAA AREA G dume
2 AHgEE AHelnR $HMon FAEE 8T 2
sg wastgeh 43 Aste 7 w=RA AN A%
Bl & AR AFAGOM, AY & G4 2
A WE =EAA FROR SR JIWel haAAE o
58 Astghe sk,

(7 2% A% dgEz deoly ey JMe A%
AFE A7E e Aotk WA, AgAE e

HHEWH  Logistic Regression, SVM, Random Forest,
Neural Networks EF &2 A5E Hole AS &%
I 9drl. I FolA %= Random Forest®} Logistic
Regressionol A 98.7%, 95.9%Z ¥ U2 AFS Hlth
B d9oAe o8 79 dAAoRE 2 dss 1B
o] A9k Hybrid Methodsoll 4] 995%¢] A== 319
AsS Holal 9tl o 7|4 Hybrid Methods Bayesian
Logicol Logistic Regressiong ©l3dl= WHol AL&% <A
o 7lelg 8 9 golA= Neural NetworksolAl 98.1%<]
=L A3E Holed el B J|HoME Addor v
2 AHE Hola gt

(€ 2) 47 A= (Accuracy)
o=, AIgrdia =2 Ades R 7Y
AUC(Area Under the ROC Curve) A XS F7l8 o=z A+
o OHT AETE dFdA B2 AYgREE R
Random Forest®} Logistic Regression®] AUC+ Z+
0953, 09427 =& ASS Holx At} 7ElEF§ FH
A EL AES 29 Neural Networks®] AUCE 0.9809
2 Ao FU5A Ha He 2E HAFET By
FHo A = A3Z ®<l Hybrid Methodsdl 3 AUC
gatA FAetL AdAE EAW ROC CurveZ

& HoFa Qv [12]. ol A7 ZF AR %
14 g% % AUCIA =& AIE HAF
7ol g2A £ExHo JFS & T AUth

a8, (2 2)S AAS] AH KW Neural Networks

A AR G mRelA 0ol e Ee HNE B
o)1 9gE & & Atk AR Fee) vely Sl we

HAel ATE& Hol: 7|We] EASAY, Neural
Networks 7|'H& AlF 9] EA Fagle]l =
o A5%5S wHelt au]2E Neural Networks 7]
Ed=Z st & A A Fokel AFe

2]
(General-purpose) @ 71 A& At 5 Ut}

5. 4

ARZGAY 7]4o] wetatua] o2 o] &a ALY
A2 AAFE Ax wAel Fsksa dekh 1A ol
A7 BAE ARl gty 9ls) dlelel el 7S
ol g ol 4AN FA AT Bus AYH W Yvh ED

=

ol 4] 7ol st tgd dHoly vield 7]
ol Al g AakE Al gl

 dTelM s ey vheldSs o83 Fad oA
B "A A7 TFS AvEa A8vts, B, Ve
o AR &8 AR HAY des Hole MHE
vl BAEAY. 1 A3 A8l J Ao A= Random

Forest®} Logistic Regression, X3 <oA= Hybrid
Methods, 7]E‘r3° F o A= Neural Networksol 4]

= AHRE BHAS & F AUth o= AR d99 dHelH
EAo uel HA e Hes& Rol: 7|Yel tEA EAT
ot #weetgdth. 283, Neural Networks 71 A3
Gl B AFHglol 74 AR Fell =15 +& A
& Holv ANE HRY YRR F§ AR A &oF
o oldAY A AFTF WHE @Y Y AT
Neural Networks 7|Ho] €2 Edi7l € Aoz 7|t

o},

Znes
[1] http://www.cbgstat.com/method_ROC_curve/ROC_cur
ve.php
[2] BAE, A}, A, o, A4, "AAza &
A g ooy wmlold S o] &3 o)A e A A AV
AR KB 583 =1A], 2015.
8] ¥ =, A&, HA4&, A, A7) gl gk v
olE] mlolyd #d AT BF ZHAYA", AT AHR
]/\Eﬂb‘l-pq %KHQ 2014.
[4] Siddhartha Bhattacharyya, Sanjeev Jha, Kurian
Tharakunnel, ]J.Christopher Westland, “Data mining for
credit card fraud: A comparative study”’, Decision
Support Systems, Vol. 50, pp. 602-613, 2011.
[5] Chengwei Liu, Yixiang Chan, Syed Hasnain Alam
Kazmi & Hao Fu, "Financial Fraud Detection Model:
Based on Random Forest”, International Journal of
Economics and Finance, Vol. 7, 2015.
[6] Efstathios Kirkos, Charalambos Spathis, Yannis
Manolopoulos, "Data Mining techniques for the detection
of fraudulent financial statements”, Expert Systems
with Applications, Vol. 32 pp. 995-1003, 2007.

- 740 -



2017 FAlstad i3] =2 243 M23 (2017, 1)

[7] Aihua Shen, Rencheng Tong, Yaochen Deng,
"Application of Classification Models on Credit Card
Fraud Detection”, Service Systems and Service
Management, pp. 1-4, 2007.

[8] Sharmila Subudhi, Suvasini Panigrahi,
"Quarter-Sphere Support Vector Machine for Fraud
Detection in Mobile Telecommunication Networks”,
Procedia Computer Science, Vol. 48, pp. 353-359, 2015.
[9] Sean L. Humpherys, Kevin C. Moffitt, Mary B.
Burns, Judee K. Burgoon, Willlam F. Felix,
"Identification of fraudulent financial statements using
linguistic  credibility  analysis”, Decision  Support
Systems, Vol. 50, pp. 585-594, 2011.

[10] P.Ravisankar, V.Ravi, G.Raghava Rao, IBose,
"Detection of financial statement fraud and feature
selection using data mining techniques”, Decision
Support Systems, Vol. 50, No. 2, pp. 491-500, 2011.

[11] Véronique Van Vlasselaer, Cristian Bravo, Olivier
Caelen, Tina Eliassi-Rad, Leman Akoglu, Monique
Snoeck, Bart Baesens, "APATE: A novel approach for
automated credit card transaction fraud detection using
network-based extensions”, Decision Support Systems,
2015.

[12] LI Bermudez, J.M. Perez, M. Ayuso, E. Gomez,
F.J. Vazquez, "A Bayesian dichotomous model with
asymmetric link for fraud in insurance”, Insurance:
Mathematics and Economics Vol. 42 pp. 779-786, 2008.
[13] Stijn Viaene, Richard A. Derrig, Bart Baesens,
Guido Dedene, "A Comparison of State-of-the-Art
Classification  Techniques for Expert Automobile
Insurance Claim Fraud Detection”, The Journal of Risk
and Insurance, Vol. 69, No. 3, pp. 373-421, 2002.

[14] Charles X. Ling, Jin Huang, and Harry Zhang,
"AUC: A Better Measure than Accuracy in Comparing
Learning Algorithms”, Advances in Artificial
Intelligence, pp. 329-341, 2003.

- 741 -





