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Protecting medical privacy with
pretrained languagemodels: namedentity
recognition-based de-identification in
Korean unstructured electronic medical
records
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Jiahn Seo1, Yunha Kim1,2, Heejung Choi1, Minkyoung Kim1, JiYe Han1, Gaeun Kee1,2, Soyoung Ko1,2,
HyoJe Jung1, Byeolhee Kim1,2, Boeun Choi1,2, Sanghyun Park3, Tae Joon Jun 4,6 &
Young-Hak Kim 5,6

This study introduces a lightweight de-identification software tailored to the Korean healthcare
environment, where heterogeneous document formats and limited computing resources hinder
clinical data integration. The proposed system protects sensitive patient information while preserving
essential clinical content—such as diagnoses, surgical schedules, and prescriptions—for research
purposes. We defined de-identification categories specific to the Korean context and implemented a
preprocessing pipeline optimized for discharge summaries containing mixed Korean, English, and
special characters. To address the lack of high-quality Korean Named Entity Recognition (NER)
datasets, we applied Korean-specific data augmentation and fine-tuned the Korean Language
Understanding Evaluation (KLUE) Bidirectional Encoder Representations from Transformers (BERT)
model to enhance generalizability. Model performance was compared against lightweight Korean
large languagemodels (LLMs), including Llama3-Open-Ko-8B and EEVE-Korean-Instruct-10.8B. The
KLUE BERTmodel, trained on an augmented dataset, achieved an F1 score of 91.42%on the internal
validation set andmaintained94.30%on real discharge summarydata.Notably, it outperformedLLMs
in recognizing more than 200 categories of sensitive entities, demonstrating superior performance.
This compact solution offers a scalable and privacy-preserving approach for anonymizing electronic
medical records (EMRs) in clinical settings.

The digitization of Electronic Medical Records (EMRs) has dramatically
improved the efficiency and accuracy of clinical practice, establishing itself
as a core infrastructure of modern healthcare systems. EMRs contain not
only sensitive personal information such as patient names, dates of birth,
andmedical histories, but also detailed clinical data, including patient health

status and medical progress. As such, EMRs have become an invaluable
resource for research and analysis, supporting efforts in disease pattern
analysis, prognosis prediction, and novel drug development1. Notably, the
potential of EMRs now extends beyond individual institutions, with
growing international initiatives—such as those led by the EuropeanUnion

1Department of Information Medicine, Asan Medical Center, 88, Olympicro 43gil, Songpagu, 05505 Seoul, Republic of Korea. 2Department of Medical Science,
University of UlsanCollegeofMedicine, 88,Olympicro 43gil, Songpagu, 05505Seoul, Republic of Korea. 3Department ofComputer Science, YonseiUniversity, 50,
Yonsei-ro, Seodaemungu, 03722Seoul, Republic of Korea. 4Department ofMedical Informatics andStatistics, AsanMedical Center, University of UlsanCollege of
Medicine, 88, Olympicro 43gil, Songpagu, 05505 Seoul, Republic of Korea. 5Division of Cardiology, Department of Internal Medicine, Asan Medical Center,
University of Ulsan College of Medicine, 88, Olympicro 43gil, Songpagu, 05505 Seoul, Republic of Korea. 6These authors contributed equally: Tae Joon Jun,
Young-Hak Kim. e-mail: taejoon@chilab.kr; mdyhkim@amc.seoul.kr

npj Health Systems |            (2025) 2:32 1

12
34

56
78

90
():
,;

12
34

56
78

90
():
,;

http://crossmark.crossref.org/dialog/?doi=10.1038/s44401-025-00036-1&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s44401-025-00036-1&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s44401-025-00036-1&domain=pdf
http://orcid.org/0000-0002-6808-5149
http://orcid.org/0000-0002-6808-5149
http://orcid.org/0000-0002-6808-5149
http://orcid.org/0000-0002-6808-5149
http://orcid.org/0000-0002-6808-5149
http://orcid.org/0000-0002-3610-486X
http://orcid.org/0000-0002-3610-486X
http://orcid.org/0000-0002-3610-486X
http://orcid.org/0000-0002-3610-486X
http://orcid.org/0000-0002-3610-486X
mailto:taejoon@chilab.kr
mailto:mdyhkim@amc.seoul.kr
www.nature.com/npjhealthsyst


—aiming to establish integrated platforms for cross-border healthcare data
interoperability. This expansion underscores EMRs as a driving force
behind medical innovation2.

While the integrated use of medical datasets enables advancements in
personalized treatment and precision medicine, the protection of patient
privacy remains a major challenge3. Despite their clinical value, EMRs are
structurally vulnerable to various cybersecurity threats, including hacking,
viruses, worms, data breaches, and theft4,5. Recently, concerns have inten-
sified with the emergence of prompt-based adversarial attacks using Large
Language Models (LLMs), which pose a novel risk of exposing sensitive
personal information embedded in clinical narratives6. Such vulnerabilities
make the presence of personally identifiable information in EMRs a sig-
nificant barrier to data sharing and secondary analysis. In response, reg-
ulatory authorities such as the European Medicines Agency (EMA) have
recommended the transparent disclosure of clinical trial information7.
Consequently, the development and refinement of de-identification tech-
nologies has become a fundamental prerequisite for the secure and ethical
use of EMR data in healthcare research8.

In line with the global trend toward data utilization, South Korea
enacted the Personal Information Protection Act (PIPA) in 2011 to strike a
balance between individual privacy protection and the use of data for
research and innovation9. In 2020, the revision of Korea’s “Three Data
Laws” further expanded the legal framework by enabling the processing and
utilization of pseudonymized information, thereby facilitating Artificial
Intelligence (AI)-driven medical research and large-scale data analysis.
Similar to the United States’ Health Insurance Portability and Account-
ability Act (HIPAA), which defines a “Safe Harbor” standard requiring the
removal of 18 types of Protected Health Information (PHI) to consider
clinical data de-identified10, Korea has established official Guidelines for the
Utilization of Health and Medical Data. These guidelines aim not only to
ensure compliance with privacy protection principles but also to promote
national strategies for advancing precision medicine and data-driven
healthcare innovation11.

Korean EMRs consist of a complex mixture of Korean, English, and
special characters, posing significant challenges to the direct application of
conventional English-based Named Entity Recognition (NER) models. In
particular, the lack of high-quality training datasets for Korean NER has
often necessitated manual annotation or review by domain experts and
engineers, resulting in a time-consuming and resource-intensive process. In
contrast, a variety of specialized NER technologies and models have been
actively developed for English and Chinese12–14, with Deep Learning (DL)
approaches—especially those based on self-attention mechanisms—com-
monly adopted for NER tasks15. Several studies have proposed de-

identification techniques that are effective in multi-institutional settings
using 500 clinical records16, while others have explored end-to-end frame-
works that integrate multiple DL models to enhance de-identification
performance17. For the Korean language, a Bidirectional Encoder Repre-
sentations from Transformers (BERT) model applying WordPiece tokeni-
zationwas trained using data fromonline question-and-answer platforms18,
and domain-specific Korean medical corpora have also been used to build
specialized NER models for medical entity recognition19,20. Nevertheless,
rule-basedmethods such as regular expressions continue to face limitations
in accuracy and scalability, making them inefficient and impractical for
application to real-world clinical data21,22.

This study aims to develop de-identification software tailored to the
Korean healthcare environment, enabling the protection of sensitive patient
information while retaining essential clinical content—such as diagnoses,
surgical schedules, andmedication prescriptions—for research purposes. In
practice, it is challenging to implement a universal de-identification tool
across medical institutions due to heterogeneous document formats across
hospitals anddepartments, aswell as limited computing resources in clinical
settings23. Although the theoretical use of LLMs for EMR de-identification
via prompt-based input has been proposed, uploading sensitive medical
data to external commercial platforms raises serious security and legal
concerns under privacy protection laws. To address this, we designed a
lightweight LLM-based de-identification tool that can be deployed locally
on consumer-grade hospital hardware. The developed software was vali-
datedusingdischarge summarydata and comparedagainst openLLMs.The
model trained with augmented data demonstrated the best performance.
These results confirm that high-accuracy de-identification of real-world
clinical documents is feasible even under resource-constrained conditions,
and that theproposedmodel serves as a practical and effective tool forEMR-
based NER tasks.

Results
Performance of models by entity category
Weused two basemodels: the Korean Language Understanding Evaluation
(KLUE) BERT24, a BERT architecture specialized for the Korean language,
and bert-base-multilingual-cased25, a multilingual BERT model. The
training datasets consisted of the Base dataset, which includes the Naver
dataset and additional institution names from Seoul Asan Medical Center,
and the Base+AD dataset, which adds augmented data to the Base dataset.
Using these, we developed a total of four models. Table 1 presents the
performance evaluation results by entity category for each model.

Among the four models, the KLUE–BERT trained on the Base+AD
dataset achieved thehighest precision, recall, andF1 scores across categories,

Table 1 | Performance comparison of fine-tuned BERT-based models

BERT-base-multilingual-cased KLUE BERT

Precision Recall F1-score Precision Recall F1-score

Base 0.86 0.88

PER 0.86 0.87 0.87 0.91 0.88 0.89

ORG 0.86 0.84 0.85 0.89 0.87 0.85

LOC 0.83 0.83 0.83 0.82 0.87 0.85

DAT 0.89 0.92 0.90 0.88 0.93 0.90

TIM 0.70 0.87 0.78 0.83 0.86 0.84

Base+ AD 0.89 0.91

PER 0.91 0.90 0.90 0.90 0.82 0.91

ORG 0.88 0.89 0.88 0.92 0.91 0.92

LOC 0.84 0.89 0.87 0.82 0.89 0.90

DAT 0.91 0.93 0.92 0.93 0.93 0.93

TIM 0.84 0.91 0.87 0.92 0.85 0.88

BERT bidirectional encoder representations from transformers, KLUE Korean language understanding evaluation.
The bold values represent the highest F1-score within each model category. Since the F1-score evaluates the overall performance of labels without bias toward any specific label, it is an important
performance metric in NER.
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with an F1 score of 0.91. This represents an improvement of approximately
0.05 points compared to the model trained with bert-base-multilingual-
cased on the Base dataset.

Performances of KLUE BERT
Among the four models, the KLUE BERT model fine-tuned with the aug-
mented Base+AD dataset demonstrated the highest performance. This
model was evaluated on a manually de-identified test dataset derived from
real discharge summaries extracted and curated from Seoul Asan Medical
Center (AMC). For evaluation, 30% of the test data was reserved, and
training was conducted over five epochs. The model achieved F1 scores of
93.87%, 93.54%, 94.30%, 93.71%, and 93.31%, with an average F1 score of
93.74% (Table 2).

Comparison of LLM performance
To compare our proposed model with open-source LLMs, we applied a
manually de-identified discharge summary dataset from Seoul AMC to the
following models: Llama3-Open-Ko-8B26, EEVE-Korean-Instruct-10.8B27,
and Llama3-8B-Instruct28. We effectively instructed open LLMs using few-
shot prompting combined with Chain-of-Thought (CoT) prompting29,
along with prompt instructions that included multiple few-shot examples.
As shown in Fig. 1, this approach guided each LLM to perform personal
information anonymization. Notably, both Llama3-Open-Ko-8B and
EEVE-Korean-Instruct-10.8B were able to accurately tag entity categories
for each token as instructed. However, themultilingual Llama3-8B-Instruct
model failed to properly understand the discharge summary content and
produced inaccurate tagging results. Therefore, this model was excluded
from the final performance comparison due to its unsuitability for EMRde-
identification.

The tagging outputs of all models were assessed using this same pro-
cedure, and the proposedmodel’s NER tagging performancewas compared
against that of publicly available LLM models. Specifically, KLUE-BERT,
Llama3-Open-Ko-8B, and EEVE-Korean-Instruct-10.8B were evaluated
against amanually annotated test set.A score of “1”was assignedwhen both
the number and labels of the tagged tokens exactly matched the reference,
and “0” was assigned otherwise.

As shown in Fig. 2, KLUE BERT achieved the highest performance
among the baseline test dataset of 1000 samples,with a total of 583matching
tags, which represents the largest overlap with the manually annotated

Table 2 | De-identification performance of KLUE BERT with
augmented data

KLUE BERT

Epoch1 Epoch2 Epoch3 Epoch4 Epoch5 Average

F1-score 93.87% 93.51% 94.30% 93.71% 93.31% 93.74%

KLUE Korean language understanding evaluation.
The bold values represent the highest F1-score achieved at the epochwith the highest performance
in KLUE BERT.

Fig. 1 | Process of NER tagging using LLM. English
interpretation of Korean sentences: 1) Dr. Hong Gil-
dong is scheduled to visit the outpatient clinic, 2) Kim
Cheol-su’s outpatient appointment, 3) Lee Young-
hee’s outpatient appointment. 4) Kim Gap-su car-
tentor after opd fu. 5) Bong Joon-ho’s outpatient
appointment.
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results. In the case of open LLMs, performance was evaluated under two
conditions: general prompting and CoT prompting. The CoT approach
consistently yielded higher performance. For example, Llama3-Open-Ko-
8B achieved 347 matching tags with general prompting, but improved to
366 tags when CoT prompting was applied. Similarly, EEVE-Korean-
Instruct-10.8B initially produced 182 matching tags, which increased sig-
nificantly to 327 with the application of CoT prompting.

We conducted an error analysis on KLUE BERT, which was trained
using base+AD, as well as on Llama3-Open-Ko-8B and EEVE-Korean-
Instruct-10.8B, both of which incorporated the CoT prompting technique,
to provide a more detailed understanding of each model’s behavior and
error patterns basedon their performanceon the test dataset. To this end,we
analyzed the entity-level tagging results using the confusionmatrices shown
in Fig. 3. The results showed that all models exhibited relatively low con-
fusion for the “PER”, “DAT”, and “O” entities. In particular, KLUE BERT
demonstrated the highest overall consistency and accuracy, with minimal
confusion between entity categories, highlighting its robustness. In contrast,
Llama3-Open-Ko-8B and EEVE-Korean-Instruct-10.8B tended to confuse
various entitieswith the “O” categorymore frequently.Overall, compared to
KLUE BERT, these two models showed lower recall but higher precision,
suggesting a conservative tendency to predict “O” in ambiguous situations.

Software for de-identification
The aim of the present study was to develop an affordable and highly
usable EMR de-identification software that can be used with ease at
any hospital. The proposed NER model was leveraged to automatically
de-identify personal information, and the software was implemented
with an intuitive user interface using Gradio30. This software accu-
rately analyzed EMR data, protected sensitive patient information, and
facilitated the secure sharing of data between hospitals while sup-
porting research and analysis.

The software enabled the input of unstructured text EMR data in CSV
format for de-identification. The pre-trainedNERmodel could identify and
tag personal information within the text. Two buttons, the “Tagging” and
“Color Tag” buttons, were provided during this process. The “Tagging”
button enabled the verification of whether the tagging and text processing
were accurate. The “Color Tag” ensured that the personal information was
properly highlighted and displayed with the correct NER tags.

Figure 4 illustrates the Gradio interface for de-identifying EMRs using
the NER model. This interface visually demonstrates the process of iden-
tifying and tagging personal information within sample EMR text. For
convenience, Table 3 presents both the original KoreanEMR text and its de-
identified, tagged version translated into English.

Fig. 2 | Number of matching tags per model.

Fig. 3 | Entity-wise confusion matrix per model.
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Discussion
This study presents a lightweight and practical de-identification software
designed to protect patient privacy in unstructured Korean EMR text while
preserving critical clinical information—such as diagnoses, surgical sche-
dules, and medication prescriptions—essential for research purposes. To
achieve this, we proposed a novel preprocessing method for effectively
identifying personal information in unstructured EMR text. Furthermore,
we enhanced model performance by augmenting the existing Korean-
specific NER dataset with newly added data to overcome limitations in
coverage and diversity. Most existing NER models are specialized for lan-
guages such as English or Chinese12–14, or are trained on pre-defined per-
sonal information categories. To address this, we redefinedde-identification
standards suitable for the Korean healthcare environment, based on the
PIPA and relevant national guidelines9, and constructed training data
accordingly.

The KLUE BERT model trained on the augmented dataset achieved
the best performance with an F1-score of 94.30%, and maintained a high
accuracy of 93.74% when applied to real discharge summary data. These
results demonstrate that incorporating data augmentation into a Korean-
specialized model significantly improves entity recognition performance
and enables accurate de-identification even in complex clinical documents
containing a mixture of Korean, English, and special characters. This
indicates that the proposed model can serve as an effective tool for NER
tasks on Korean EMR data.

This KLUE BERT model was evaluated on real discharge summary
data in comparative experiments with open-source LLMs, and it
demonstrated over 200 more matching tags than the open-source LLMs
when assessed on a gold-standard dataset of 1000 samples. These results
suggest that lightweight language models, when fine-tuned for a specific
language and trained on sufficient domain-specific data, can achieve
higher accuracy and greater flexibility than large-scale, computationally
intensive LLMs.

Finally, a Gradio-based software prototype was implemented,
demonstrating an automated de-identification process wherein users can
input patient data and receive anonymized outputs in real time. This pro-
totypehighlights the feasibility of deploying theproposed solution indiverse
hospital environments as an accessible and practical privacy-
preserving tool.

A limitation of the present study is that, rather than training themodel
on a dataset directly tagged from discharge summary data, de-identification
was performed using a model trained on external Korean data. Manual
tagging of the discharge summaries after performing NER tasks would
enable customized de-identification for each hospital. However, this is a
cumbersomeprocess that requiresmanual effort and consumes a significant
amount of time and cost, making it inefficient. Furthermore, by incorpor-
ating external data, the model has the advantage of enabling robust iden-
tification of personal information not only within a single institution but
also across various external hospitals, demonstrating its generalizability and

Fig. 4 | EMR de-identification input in Gradio and outcomes (Korean version).

Table 3 | EMR de-identification input in Gradio and outcomes (English version)

Original Data EMR Text and Tagging

From2021.10, IIPwas performed at KoreaUniversity Hospital and chronic fibrosing
ild probable uip pattern was shown on chest CT on 2022.9.29 and there was no
change, so they said to do FU after 1 year. After TA, DOE got worse and on
2023.04.05, DOE got worse to gr3 and visited our hospital for treatment. I was
admitted and underwent ildwu andbal, so please check the results at the outpatient
clinic. VATS is being considered for differentiation, and Professor Choi Sang-cheol
of CSwas consulted and readmitted on 09.14 and surgerywas scheduled for 09.15.

From 2021.10 (DAT-B), IIP was performed at Korea University Hospital (ORG-B)
and chronic fibrosing ild probable uip pattern was shown on chest CT on 2022.9.29
(DAT-B) and there was no change, so they said to do FU after (DAT-I) 1 year (DAT-
B). After TA, DOE got worse and on 2023.04.05 (DAT-B), DOE got worse to gr3 and
visited our hospital for treatment. I was admitted and underwent ild wu and bal, so
please check the results at the outpatient clinic. VATS is being considered for
differentiation, and Professor Choi Sang-cheol (PER-I) of CS (PER-B) was
consulted and readmitted on 09.14 (DAT-B) and surgery was scheduled for 09.15
(DAT-B).
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practical applicability. Therefore, a simple and fast learning method was
proposed in the present study to address this limitation.

This study applied NER to de-identify personal information in
unstructured discharge summaries from a single medical institution in
AMC, and thus has limitations in terms of generalizability. However, since
the training data used in this study included not only data from our insti-
tution but also publicly available Korean datasets, it is expected that iden-
tifying common sensitive information in discharge summaries from other
Korean medical institutions would not pose significant difficulties. Never-
theless, variations in document formats across different hospitals may
inevitably lead to differences in de-identification performance. To address
this issue, our research team is collaboratingwith theMinistry ofHealth and
Welfare of Korea to develop standardized templates based on Fast
Healthcare Interoperability Resources (FHIR). Through this initiative, we
aim to enhance the applicability of de-identification methods and promote
the generalizability of our research outcomes.

Another limitation of the present study is the absence of large-scale
parameter LLM models, such as Llama3-70B. Compared with that
achieved with the Llama3-8B model, the use of large-scale LLMs spe-
cialized for Korean facilitated more precise tagging. However, the BERT
model developed herein comprised 110million parameters, in contrast to
the 8 billion parameters of the Llama3-8B model. When compared to the
time applied to EMR, a significant difference is observed. In this study,
de-identification was performed on 1000 lines of unstructured text data
using the BERT model, Llama3-Open-Ko-8B, and EEVE-Korean-
Instruct-10.8B. As a result, the BERT model took 106 s, while the
Llama3-Open-Ko-8B and EEVE-Korean-Instruct-10.8B models took
292 s and 429 s, respectively. In the case of applying CoT, additional
processing time was required. The primary goal of this study was to
provide a universal and lightweight solution for efficiently utilizing
medical data in real-time research and analysis, supporting doctors,
nurses, and engineers within hospitals. At Seoul AMC, an average of

12,000 outpatient visits and 2600 inpatient admissions occur daily,
generating vast amounts of EMR data. To handle this efficiently, lever-
aging BERT-based models for de-identification proves to be an effective
approach, ensuring both high performance and fast processing speeds.

Despite these limitations, a high-performanceNERmodel forEMRde-
identification was developed in the present study by overcoming the lack of
Korean data and enhancing the training dataset through pre-processing
tasks anddata augmentation for discharge summaries. The proposedmodel
can address these issues in the future by manually modifying physician-
labeled notes; however, additional studies must be conducted to provide an
automated solution without human intervention. The performance of the
KLUE BERT model was superior to that of open LLMs with larger para-
meters. This finding suggests that the model can effectively de-identify
personal information inKorean EMRs, thereby expanding the potential use
of clinical texts and broadening the scope of data utilization. Thus, the
proposed model could contribute to the advancement of medical research.

Methods
This retrospective study adhered to the tenets of the Declaration ofHelsinki
(2008) and was approved by the Institutional Review Board of the Seoul
AMC (IRB-2023-1293). The data were extracted from the “data” and
“clinical research data”warehouses.Nopatient-identifying informationwas
provided to the models used in the present study: Llama3-Open-Ko-8B,
EEVE-Korean-Instruct-10.8B, Llama3-8B-Instruct. The entire research
process is visually summarized in Fig. 5 for clarity.

Study design
The “Guidelines for theUtilization of Health andMedical Data”9 states that
personal information refers to information related to living individuals,
including details such as name, resident registration number, and images,
that can be used on their own or when combined with other information to
identify an individual. Therefore, the present study focused on key entity

Fig. 5 | Overall flow in this study.
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name tagging to extract information in clinical text data that can be used to
identify individuals.

Five categories were established for the entity names used for de-
identification: person (PER), organization (ORG), location (LOC), time
(TIM), and date (DAT) (Table 4). The entity name tagging categories were
created based on meaningful words. For instance, the term “한국사람“
(Korean person) was split into “한국“ (Korea) and “사람“ (person), such
that “한국“ could be tagged as a location (LOC) or country (ORG). How-
ever, the tagging process was conducted based on the meaning of the word,
as “한국사람“ is used as a common noun.

NER divided a sentence into tokens and assigned tags to each token to
distinguish named entities. A single named entity can consist of multiple
tokens; therefore, a tagging systemwas used to correctly group them. BIO, a
commonly used tagging system, is characterized by its ease of imple-
mentation and interpretation, as well as its ability to ensure a consistent
entity structure. This system provided a structure that can distinguish
between the beginning and internal tokens of an entity31.
• B(Beginning): Beginning of the entity
• I(Inside): Inside of the entity
• O(Outside): Tokens, not entities

BIO can recognize meaningful words and identify entity boundaries.
The segmentation of labels enables the model to learn specific tagging
patterns. These features of BIOhave led to its use in fields such as healthcare
and law that require the processing of complex entities. For this reason, the
BIO tagging system was used in the present study to assign -B and -I to the
five categories. A total of 11 tagging labels were obtained with the inclusion
of O (Table 5). The simplicity of BIO tags and the clear boundary setting
enhance the accuracy and consistency of learning, in addition to ensuring
compatibility with various datasets.

EMR discharge note preprocessing
The dataset used to apply the trained NER model for de-identification
comprises the discharge summaries of patients admitted to Seoul Asan
Medical Center between January 2019 and October 2023. The dataset
includes 611,681 rows and 22 columns. Eight columns with missing data
were removed, yielding a final dataset with 14 columns. The discharge
summaries primarily included information related to discharge, such as
primary symptoms, allergy symptoms, primary diagnosis, other diagnoses,
and surgical or procedure information.These textswereprimarilywritten by
administrators, nurses, and physicians. The text contained amix of Korean,
English, stopwords, and special characters. De-identification of this text is
essential, given that it includes personally identifiable information such as
names of patients and healthcare providers, as well as regions and locations.

An appropriate pre-processing process for the discharge summaries
was commenced to apply the trained NER model. The entirety of the text
was converted to lowercase. Subsequently, the characters were removed

such that only English letters, Korean characters, and numbers were
retained. This preprocessing approach differed from standard text data
preprocessing. Special characters are typically removed fromtext to improve
text utility in general; however, the correlation between the context and
numbers can influence the predictionperformance of themodel formedical
data. Furthermore, the meaning of special characters must be preserved to
facilitate precision medicine, personalized treatments, and comparisons
with other research.

The data pre-processing steps applied in the present study were as
follows. Special characters such as “.”, “:”, “+“, “-“, “>“, “<“, “~“, and “%“
were retained by using regular expressions. The period symbol (“.”) is used
in unit notation; thus, it was retained during the pre-processing steps as
removing it could lead to incorrect interpretations, such as “2.48 kg” being
misread as “248 kg.”The symbols “+“ and “-“were also retained, given that
they may indicate additional information following numbers. The symbols
“>“ and “<“ were also retained as they can represent steps in a sequence or
size comparisons. The tilde symbol (“~“) was also retained as it is used to
represent ranges, e.g., “6–7 months old.” The percentage symbol (“%”) was
also retained as it indicates percentages, e.g., “80–90%”.

Consecutive spaces were unified into a single space during the pre-
processing process, and newline characters were removed. TheNERdataset
was tokenized based on simple word spacing, and all data types were con-
verted to strings. Themissing values were filled with the text “missing,” and
categorical variables were standardized to themost frequent value based on
their frequency. For instance, “호전됨“ and “호전됨(improved),” if pre-
sent, were unified under the variable name “호전됨”.

Training data and data augmentation
The KoreanNER dataset used for training in the present study was sourced
from the Naver NLP Challenge 2018 dataset. This dataset, comprising
90,000 sentences labeled with 14 entity categories using the BIO tagging
method, was derived from the KoreanWikipedia, processed into text form,
and made publicly available. Text data augmentation was applied based on
this dataset to obtain a Korean NER dataset with the entity names tagged at
the word and spacing token levels.

Data regarding the names of medical institutions for patients trans-
ferred from the emergency department to other hospitals at Seoul AMC
were extracted to enhance the training for accurate detectionof organization
names (ORG). The names of 221 medical institutions were extracted, and
these data were tagged as ORG-B for the names of other hospitals to which
the patients were transferred from AMC.

Improving the performance of the model is one approach to devel-
oping an accurate DL model; however, obtaining vast amounts of data
through diverse data learning is essential. Data augmentation artificially
generates new data based on existing data. This method is often used in the
image domain to expand the dataset through the addition of noise while
maintaining the core features of the data. Image augmentation, which
involves transformations such as rotation or brightness adjustments, is
performed to expand the data and enhance the prediction performance of
the model when utilized as training data32.

Unlike images, in text data, evena singlewordmodificationor a change
in word order can alter the meaning of a sentence, making data augmen-
tation more challenging. In this study, additional Korean NER tagging
datasets were needed to de-identify personally identifiable information

Table 4 | Tag and definition of entity name category class

Entity Name Category Tag Definition

1 PERSON PER Items such as real or virtual names of individuals

2 ORGANIZATION ORG Items such as organizations and institutions, as well as meetings and conferences

3 LOCATION LOC Items such as names of regions and administrative divisions

4 TIME TIM Time

5 DATE DAT Date

Table 5 | Final entity category

Total Entity Tagging Category Number

PER-B, PER-I, ORG-B, ORG-I, LOC-B, LOC-I, TIM-B, TIM-I, DAT-B,
DAT-B, O

11
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within sentences containing diverse meanings. Therefore, we applied the
Easy Data Augmentation (EDA)33 technique to the existing Korean dataset
from Naver, and used KorEDA (GitHub—catSirup/KorEDA), which
leverages the Korean WordNet (KWN) for augmentation specialized in
Korean.

There are four main techniques for text data augmentation: Syno-
nym Replacement (SR), Random Insertion (RI), Random Swap (RS),
and Random Deletion (RD)33. We chose the SR technique to secure
additional words and sentences while preserving the originally tagged
dataset. This method randomly selects N non-stop words from a sen-
tence and replaces each with one of its synonyms. KorEDA is a modified
version of the original EDA, replacing the WordNet component with
Korean WordNet, so the selected words in the original sentence are
replaced with semantically similar synonyms. Here is the example
provided below. In this way, the position and meaning of each word in
the original sentence are preserved as much as possible while aug-
menting the data.
– Original: “환자가병원에서치료를받았습니다.” * The patient received treat-

ment at the hospital.

– After SR: “환자가의료기관에서치료를받았습니다.” *Thepatientreceived

treatment at the medical institution.

The final augmented dataset includes an additional 19,371 rows where
the sentence length remained the same, but words were replaced with
synonyms. In this dataset, unnecessary classes except for the personally
identifiable entity categories “PER,” “ORG,” “LOC,” “TIM,” and “DAT”
were replaced with “O,” and the number of augmented samples per entity
type is summarized in Table 6. Since augmentation was applied uniformly
across the entire dataset, augmentation rates were not calculated separately
for each entity type.

The combined dataset, which integrates all data, consists of a total of
109,589 rows.Table 7provides detailed informationon the average sentence
length, number of tokens, and tag counts for the Base+AD dataset, which
comprises the original Base data set along with the augmented data.

Pretrained language models
Tokenization and modeling with Bert base models. BERT, a
transformer-based model, processes bidirectional input sequences to
predict randomly masked tokens and understand general patterns and
structures of the language. BERT can capture the meaning of words in
context, thereby providing contextual embeddings based on the usage
within a sentence. This bidirectional context understanding capability of
BERT is particularly strong for context-dependent tasks such asNER25. In
contrast to the original BERT, which is trained only in English, BERT-
base-multilingual-cased25 is a multilingual BERT model trained on the
top 104 languages available through Wikipedia. It supports an extensive
tokenizer that can handle multiple languages and is optimized for mul-
tilingual NLP tasks, indicating its utility for de-identifying personal
information in text containing a mix of Korean and English. KLUE
BERT, a BERT architecture-based model trained using 62 gigabytes of
Korean-specific data, can effectively understand Korean grammar,
vocabulary, and context24. KLUE BERT has been further fine-tuned with
data sourced from news and Wikipedia, thereby optimizing its ability to
understand Korean. Thus, the use of KLUE BERT was deemed appro-
priate for processing the de-identification of personal information in
Korean discharge summaries.

The pre-trained weights of the two models were maintained during
fine-tuning using the constructed datasets. The datasets were divided into
theNaver dataset (Base) and the added augmented dataset (Base+AD), and
training was conducted twice. The structure of each dataset was designed
such that it was suitable for the NER task. Entity recognition labels were
tagged at the word level rather than the morpheme level to enhance the
simplicity of implementation and readability. This tagging method
improved the accuracy of entity recognition based on the context. Each
entity name was mapped with entity tagging information and integers.

The Korean tokenizer based on BERT performs tokenization into
optimized subwordunits that reflect themorphological characteristics of the
Korean language24. However, the tokenizer’s vocabulary also includes the
English alphabet, numbers, andvarious special characters, enabling effective
segmentation and encoding of not only Korean but also English words and
special characters. English words included in the vocabulary are treated as
single tokens,while thosenot included are segmented into subwords. Special
characters are similarly handled as separate tokens or subwords. Therefore,
the presence of English words and special characters does not significantly
affect the model’s performance or preprocessing pipeline. The tokenizer
applied to each model split words into subwords, resulting in longer sen-
tence lengths and varying label lengths. Only the first subword of the gen-
erated subwords was assigned the original label; the remaining subwords
were assigned –99, indicating that no label was provided. The labels cor-
responding to –99were ignored duringmodel training, and padding tokens
[PAD]were used tomaintain a consistent sentence length. [CLS]was added
at the beginning, and [SEP] was added at the end to differentiate sentences.
Integer encoding was applied for BERT input. In addition, segment
encoding and attention masks were also applied. The NER task does not
require distinguishing between multiple sentences; consequently, segment
encodingfilled all tokenswith “0”. The value of “1”was assigned from [CLS]
to [SEP] for the attentionmask, and the value of “0”was assignedafter [SEP]

Table 6 | Count of augmented data by entity type

Entity Name Category Tag Counts

PERSON PER-B 10,201

PER-I 1236

ORGANIZATION ORG-B 11,328

ORG-I 1293

LOCATION LOC-B 6323

LOC-I 89

TIME TIM-B 855

TIM-I 290

DATE DAT-B 7331

DAT-I 2443

etc. O 255,739

Table 7 | Description of Base and Base+ AD Data

Type Counts

Base Base+ AD

Average sentence length 51.79 54.02

Average number of tokens 28.37 29.64

Number of entities by category

PER-B/-I 43,034/5465 53,235/6401

ORG-B/-I 41,078/4723 52,406/6016

DAT-B/-I 25,837/8107 33,168/10,550

LOC-B/-I 20,885/211 27,208/300

TIM-B/-I 3263/1074 4118/1364

O 910,471 1,166,210

Average number of entities per sentence by category

PER-B/-I 0.29/0.09 0.31/0.10

ORG-B/-I 0.46/0.05 0.48/0.05

DAT-B/-I 0.29/0.09 0.30/0.10

LOC-B/-I 0.23/0.002 0.25/0.002

TIM-B/-I 0.04/0.01 0.04/0.01

O 10.10 10.64
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to indicate the tokens that the model should focus on. NER is a many-to-
many problem wherein each word must be assigned a tag for personal
information recognition. The loss function was designed to ignore the error
and not compute the loss when the label was –99. This ensured that the –99
value was treated as the [PAD] token in the label and no loss was calculated
for it. This processingmethod improved the efficiencyofmodel training and
reduced unnecessary computations.

The hyperparameters used for eachmodel are summarized in Table 8.
They were determined based on prior research and empirical experience,
with experimental tuning conducted to achieve optimal performance.
Considering the sentence length and token counts in the EMR discharge
summaries, the input sequence length was set to 256 tokens, and the Adam
optimizer was employed. Learning rates were adjusted individually for each
model to optimize performance. For the loss function, SparseCategor-
icalCrossentropy, suitable for multi-class classification, was used. Addi-
tionally, a custom implementation was applied to exclude themasked value
of −100 from loss calculation, as processed by the tokenizer. The related
formula is presented below.

L ¼ � 1
N

XN

i¼1

1½yi≠�100�
XC

c¼1

1½yi¼C� log
expðzi;cÞPC
j¼1 expðzi;jÞ

 !
ð1Þ

Here,N denotes the total number of tokens, andC represents the number of
classes (or labels). The term yi refers to the ground-truth label of the i-th
token,while zi;c indicates the logit corresponding to the c-th class for the i-th
token. Inaddition, 1½yi≠�100� is an indicator function that equals 1 if the token
is not padding (i.e., the label is not−100), and 0 otherwise. Similarly, 1½yi¼C�
is an indicator function that equals 1 if the ground-truth label of the i-th
token is c, and 0 otherwise.

Model trainingwas conductedwith a 90% training ratio and a 10% test
ratio using the custom dataset. The Precision, Recall, and F1 scores were

evaluated to determine model performance. The F1 score was calculated at
the end of each epoch to assess overfitting, and the generalization ability of
the model was continuously monitored.

Construction of discharge note test dataset. To construct a test
dataset (gold standard) for model performance evaluation, 1000 rows
were randomly sampled from the “Treatment Plan” and “Key Notes”
columns of the AMC discharge summary data. The most performant
model among our four internally developed models was then used to
generate tagging results on this data. The tagging results were subse-
quently reviewed by healthcare professionals with over three years of
experience at AMC to ensure accuracy. The finalized dataset was ulti-
mately used as a test set for performance comparison with open LLM
models.

The average sentence length in the test dataset was 84.75, with an
average token count of 43.80. Through Fig. 6, we confirmed that most
sentence lengths and tokens do not exceed 200.

Performance evaluation
Two BERT-based models were fine-tuned using the dataset, resulting in a
total of four models. The F1-score, a standard metric used to evaluate
classification model performance, is particularly useful when there is class
imbalance in the data. The F1-score is defined as the harmonic mean of
precision and recall, reflecting the balance between the twometrics. The F1-
score is used to assess whether the model can accurately recognize and
classify entities inNERtasks. Errors suchas incorrect entity identification or
omissionmayoccur inNER.TheF1-score provides a balancedevaluationof
these errors, thereby offering a comprehensive assessment of the perfor-
mance of the model. The F1-score offers the advantage of objectively
evaluating the performance of specific entity classes, particularly in cases
wherein the “O” class dominates in the tagging results, causing significant
data imbalance.

Table 8 | Hyperparameters for BERT and KLUE BERT

Value

BERT-base-multilingual-cased KLUE BERT

Hyperparameter

Input sequence length 256 tokens 256 tokens

Optimizer Adam Adam

Learning rate 2e-5 5e-5

Loss function SparseCategoricalCrossentropy SparseCategoricalCrossentropy

Fig. 6 | Distribution of Sentence Lengths and Token Counts in EMR of the test dataset.
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Open source LLM & prompt engineering
API-based closed LLMs34,35 pose a risk of data leakage. Thus, publicly
available models for academic and research purposes were used to handle
EMR data containing personal information. The latest Llama3 series pro-
vided by Meta AI28 and the Solar model from Upstage were used in the
present study. LLMs tailored for theKorean languagewere used forKorean-
specific NER tagging.

The present study aimed to build an LLM that can be easily used in
hospitals. Large parameter models such as Llama3 70B did not align with
the research intent. Therefore, Llama-3-8B-Instruct and Llama-3-open-
ko-8B26 based on the LLaMA series by Meta, which comprise 8 billion
parameters each, were used for Korean-specific NER tagging. This is
significantly higher than the 110 million parameters of the BERT model
used for training, allowing for a more complex understanding of lan-
guage. Llama-3-open-ko-8B is a language model pre-trained specifically
for Korean, based on Llama-3-8B. Llama-3-8B-Instruct, which focuses
on instruction-based learning, responds naturally and appropriately to
user queries. Notably, it supports multiple languages, making it a suitable
comparison model for the present study. EEVE-Korean-Instruct-10.8B27,
a Korean-specific instruction-based language model with 10.8 billion
parameters, is a fine-tuned version of Upstage’s Solar model36, extended
with Korean vocabulary and is adjusted to better meet the requirements
of Korean users.

LLMs exhibit outstanding zero-shot performance; however, addi-
tional improvements are often required for more complex tasks. Few-
shot prompting is a technique that incorporates example instances into
the prompt, enabling the model to better understand the desired output
through contextual learning37. This approach helps reduce ambiguity,
improve clarity, and enhance overall efficiency. In particular, we adopt
the CoT prompting strategy to guide the model to solve complex pro-
blems in a step-by-step and logical manner29. CoT prompting explicitly
encourages the model to generate intermediate reasoning steps, which
leads to more systematic and reliable outputs. For example, when
instructing the model on NER tagging, we provide explicit examples that
include not only the correct tag (e.g., “PER-B” to denote the beginning of
a person name) but also detailed explanations of the reasoning process
behind each tagging decision. In this study, the LLM was guided using a
combination of example-based few-shot prompts and CoT prompting,
enabling it to perform fine-grained entity tagging on EMR data
accurately.

Outputs comparison
The tagging results of eachmodelwere evaluated using Python scripts based
on sentence length, token count, and character-level matching. A value of
“1” was assigned when all three criteria were fully satisfied, and “0” was
assigned if any criterion was not met.

We aimed to gain a deeper understanding of the dataset complexity for
eachmodel and topresent their error patterns inmoredetail. To this end,we
conducted an in-depth analysis of entity-level tagging results using confu-
sion matrices.

Gradio software
Gradio, an open-source Python package, facilitates the sharing and
testing of machine learning (ML) and DL models30. Traditional ML
models, even those built by experts, often present challenges for domain
experts or general users to test directly. However, Gradio generates a
web-based visual interface that enables non-experts to use ML models
and provide feedback without requiring coding, thereby enhancing the
ease of use29.

Data availability
Thedata resources generated andanalyzedduring this study arenotpublicly
available but can be shared upon reasonable request. Interested researchers
are encouraged to contact the corresponding author to discuss potential
access and usage conditions.

Code availability
The code supporting this study is available upon request from the corre-
sponding author.
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